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IX-4-A Preservation of Records Litigation Hold Requirements

NORTHWESTERN STATE UNIVERSITY
Preservation of Records
Litigation Hold Requirements

I. Purpose and Scope: To issue policy statement to comply with Litigation Hold Requirements
I1. Reference: University of Louisiana Policy
I11. Responsible area: Academic Affairs - Litigation Hold Officer

1V. Procedure:
A. General

There are circumstances when records that are involved in litigation, or which can be reasonably
anticipated to relate to foreseeable actions must be preserved until the resolution of such litigation. A
litigation hold requires the retention of relevant paper and electronic records for an indefinite period of
time due to pending litigation. Any and all records which might provide insight into the litigation must be
maintained until the completion of the issue.

There are severe and potentially costly penalties under federal law for not retaining such documents.
Accordingly, in conjunction with their records retention policy, each institution shall develop and include
an internal process for placing legal holds on records that may be involved in state or federal
investigations or litigation.

B. Authorized Personnel and Responsibilities

1. UL System Office

The General Counsel shall be responsible for providing all institutional oversight, guidance and
assistance.

2. UL System Institutions

The Litigation Hold Officer shall be responsible for coordinating with the UL System Office and
institutional personnel.

C. Notification Process
1. Any University personnel who become aware of litigation, threat of litigation, other legal action or
investigation by any administrative, civil or criminal authority shall immediately notify the
Litigation Hold Officer.
2. Employees who have received notice of pending or potential claims or action against the
University must submit such notice to the designated individual/office within two (2) business

days of receipt of such notice.

3. The designated individual/office shall notify the Litigation Hold Officer within three (3) business
days of receipt of such notice. In addition, the General Counsel for the UL System shall be
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notified of any legal action or investigation no later than three (3) business days subsequent to the
designee's receipt of such notice.

D. Litigation Hold Process

1.

The University has a legal obligation to preserve evidence and records, including electronically
stored information (ESI), that may be relevant to pending or potential legal actions, such as
lawsuits, government audits and administrative hearings. Federal law requires the institution to
take action in the form of a litigation hold to preserve all paper and ESI information that may be
relevant to the claim.

The Litigation Hold Officer will issue an official Litigation Hold Notice (Attachment A) regarding
the matter to the appropriate individuals, including the institution's Information Technology
Services/Office within three (3) business days of receipt of notification of pending litigation.

The notice shall provide the categories of electronic and paper documents, including ESI that must
be retained and preserved in their original format.

All employees who receive a litigation hold notice must acknowledge receipt, understanding and
compliance with the notice by returning a signed copy of the notice to the Litigation Hold Officer.

All employees who receive the litigation hold notice must compile paper and electronic documents
and data as instructed in the notice letter.

Retention shall extend to any new electronic information generated after the hold has been put into
place which may be relevant to the subject of the notice.

It shall be the responsibility of the Litigation Hold Officer to retain all records responsive to the
notice until receipt of written notification that the litigation hold has been removed.

Electronic records must be retained in the original format (saved to a disk/CD and/or saved in a
secure folder on the system service that is not subject to automatic or unannounced deletions.)

If affected personnel use home computers for institutional related business (including e-mail on
institutional accounts) they must preserve the data on those computers.

10.Such retention efforts could actually predate any official notification. Records relating to any
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complaints, grievances or controversies which could potentially rise to the level of a lawsuit shall
be retained.



TO:

FROM: Lisa Abney, Provost and VP Academic and Student Affairs, Litigation Hold Officer
DATE:

RE: LITIGATION HOLD NOTICE LETTER

Please be advised that this is notice to preserve information and to prevent deletion or destruction of
Emails and other Electronic and Paper Files

Northwestern State University has been contacted by the Equal Employment Opportunity
Commission, or been notified that has contacted or contracted the services of an
attorney, or has sued the Institution, or finally, that the faculty/staff of the institution believes that
there is a chance the Institution will be involved in legal action involving said person.

Pursuant to the rules of the court, the Institution is required to take all reasonable steps to identify all
hard copy and digitally maintained filed (i.e. electronic records) that contain documents that may be
relevant to the case. The electronic records that must be maintained include, but are not limited to:
electronic mail; electronic files of all types (Microsoft Word, Excel, Adobe, etc); recordings of
telephone calls or meetings; voicemail messages: video tapes, and audio tapes. Failure to do so could
result in sanctions being issued by the court that could seriously harm our ability to defend the case.

Therefore, it is imperative that you take all reasonable steps to prevent the automatic, intentional or
accidental destruction of this information and data, including attorney-client privileged
communications. You muost IMMEDIATELY HALT all routine housekeeping or deletion efforts that
could modify or destroy all electronic records/electronically stored information and hard copy
documents, including records that may have been generated on your home computer and handheld
devices that involve the following:

University m:'n:nuntmn remrds relaled ln her Et tnps dutu menls relnled Lo tr.'urel or her

rrlp-_lm ment. anv and all relevant documentation which may become germane to this action.

Be further advised that any new hard copy or electronic records received or created after the date of
delivery of this letter that are relevant to this matter are not to be destroyed. You must take the
appropriate steps to avoid the destruction of such documents.
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Please preserve all electronic records in the form in which they currently exist until further notice. IT
IS IMPERATIVE THAT YOU RETAIN THE DOCUMENTS IN THEIR ORIGINAL
ELECTRONIC FORM. It is not sufficient to print electronic records and retain paper copies.

Other information may be identified as our investigation of the matter continues. [ will follow up
with you soon to discuss any information that you may have and how we may proceed with
collecting it.

Please return a signed copy of this notice letter within two business days of receipt indicating that
you have received it and understand the instructions that you have received. If you have any
questions, please contact me at 318.357.5361 or via email at abney{@nsula. edu .

Please also note that the Institution’s obligation is ongoing and you should not delete or modify these
files until you receive written notice from me that we are no longer under a duty imposed by the
court to preserve these records.

The Institution will exercise all reasonable methods to protect the privacy of the preserved data. The
purpose of the litigation hold notice is to comply with federal law.

It is not intended to and should not suggest any assessment of the merits of the legal claim.
I understand that these requirements may create a burden for you and I am prepared to discuss with
you any questions or concerns that you may have. [ appreciate your cooperation in this matter.

If Applicable:
The Institution has been sued by (NAME)

(NAME] can be expected to allege the following v.-mngful acts by the
Institution's employees: ([ CLAIM|

I UNDERSTAND RECEIPT OF THIS LITIGATION HOLD NOTICE, AND 1
UNDERSTAND THAT I HAVE AN AFFIRMATIVE OBLIGATION TO COMPLY WITH
THE DIRECTIVES SET FORTH HEREIN.

Employee Name

Employee Signature

Date
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